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Description:
Cyber Security for Digital Equipment – This presentation and breakout session is intended to educate the CM practitioner of current and upcoming changes to cyber security with respect to digital equipment and systems.   The presentation will cover:  (a) A history of cyber security from September 11 to NEI 04-04 to NEI 08-09 (b) Where the NRC and the industry currently stand (c) How these changes could affect Configuration Management

Notes
Some of notes below touch on both software quality assurance and cyber security. 

Vogtle, lead plant for AP1000, just received NRC approval of cyber security plan.

NERC recently issued bright line survey to utilities on cyber security for digital equipment with 30 day response date (NERC survey executes a FERC order)

Software life cycle management and methods for managing configuration management of software:
· Some are assigning an equipment number to the software

· Some have assigned a warehouse/procurement part number to software.

Questions exist on best practices for managing configuration management of firmware levels.

Best practices for effective cyber security program:

· Make everyone aware of your cyber security program (high level awareness training)
· Get cyber security subject matter expert(s) involved early on plant modifications/engineering changes
Areas for configuration management attention in the future associated with cyber security for digital equipment:

· Baseline criteria

· Virtual machines
· Proper testing

· Documentation of controls
· Database
· Design (separation criteria, single mode of failure, redundancy, etc.)
· Testing
· Version controls

· Appropriate test environments

