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FOREWORD

The IAEA has the statutory mandate to seek to accelerate and enlarge the contribution of atomic energy to peace, health and prosperity throughout the world.

However, it has become more and more apparent that many Member States are facing the process of ageing of operational nuclear power plants, which not only has to do with the ageing of structures, systems and components but also with the challenge of retaining core knowledge that can erode due to the ageing and migration of the staff. 

The importance of having accurate knowledge (“know why”) of the design basis and deep technical awareness of the operational functionality of nuclear power plants has therefore increasingly come into focus. In particular, there is an awareness in the industry of the need for a long term staffing programme to ensure the adequate transfer of knowledge. It has been recognized that it is important to establish and maintain, during the entire lifetime of the plant, the capability to respond to any question regarding the original design intentions and comprehensively to clarify any function of the plant design. 

A sound approach to configuration management relies on the fact that equilibrium exists between the design requirements, the facility configuration information and the physical configuration in the plant. 

Configuration management requires that processes be integrated into normal design, operation and maintenance activities of plants to provide assurance that documents are maintained to reflect the current configuration of structures, systems and components and that they conform to design requirements as expressed in the design documentation. An important objective of configuration management is that accurate information, consistent with physical and operational characteristics of the plant, be available in a timely manner, for making safe, knowledgeable, and cost effective decisions, with confidence.

The operational safety aspects are handled in the operating organization by the following functional concepts in a consistent way against approved safety requirements and facility information:

· ensuring consistency with the design basis 

· modifying the plant

· operating the plant

· maintaining the plant

· testing and verifying the plant.

During the past decade, the lack of stringent configuration management has caused several events, some of them rather serious. This Safety Report provides advice on how to meet challenges in the area of configuration management and examples of how different plants have implemented applications to strengthen the safety.

The guidance in this report is primarily intended for nuclear power plant and utility management that have direct responsibility for implementing and supervising a strong and consistent configuration management. Safety authorities can also use this report for the review and verification of the safety approach applied by plant operators.

This report has been developed with the support of experts from regulatory, operating and engineering organizations. In thanking all the contributors to this Safety Report, the IAEA would like to acknowledge the contribution of R. Harris of the United States of America. The development of the report was co-ordinated by the Department of Nuclear Safety and Security. The responsible IAEA officers for this report were B. Hansson and V. Kotyza of the Division of Nuclear Installation Safety.
EDITORIAL NOTE


The use of particular designations of countries or territories does not imply any judgement by the publisher, the IAEA as to the legal status of such countries or territories, of their authorities and institutions or of the delimitation of their boundaries.


The mention of names of specific companies or products (whether or not indicated as registered) does not imply any intention to infringe proprietary rights, nor should it be construed as an endorsement or recommendation on the part of the IAEA.
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1. INTRODUCTION

1.1. Background

Many nuclear power plants, particularly older facilities, have still not fully consolidated design bases and other relevant documentation. The form of the actual design documentation depends on the design (engineering) technology used for initial planning of the plant and also on the contractual model. For example, plants that were designed as “turn-key” by the nuclear system supplier did not have all relevant design documents transferred to the plant owner or operator. There is also a difference in configuration documentation between plants, depending on whether the plant was designed by a single architect/engineer (A/E) or by several designers or suppliers.

In older facilities some documentation may be dispersed, even that containing very important information. Furthermore, the main design principles are not fully documented and sometimes have been lost although the functionality of the plant was approved. As so, the original “know –why” is not readily available for use by plant personnel.

After several years of plant operation, modification and maintenance, management of the plant do not have a high degree of assurance that the facility documentation reflects actual plant status, nor that the cumulative effects of plant modifications have been considered.

An evaluation of past Incident Reporting System data indicates that a significant number of reported events have resulted from errors in the control and maintenance of the configuration of the physical facility, errors in the original design or design modifications, inadequate corrective actions, inadequate testing, and documentation discrepancies. A review of results of IAEA OSART missions and follow-up reports also shows that many findings are related to configuration management deficiencies. The IAEA has therefore developed this Safety Report on configuration management for plants to review some of these deficiencies and provide guidance on how to address them.

The principal concern relating to inadequate configuration management is the loss of the ability to perform safety actions when needed. Other potential impacts on the reliability of the plant with both economic and safety consequences are also of concern. Not having the right information available at the right time and in the right format for engineering and operations staff can lead to human errors with potential safety consequences. The effort required to respond to and correct these errors is greater than the effort required to initially maintain configuration control. 

In the area of maintenance, configuration errors can cause business related losses in the production of electric energy. Moreover, configuration errors can affect worker safety with potential impact on the environment and worker exposure to radiological and other hazards, such as stored-energy sources.

Configuration management (CM) requires that processes be integrated into normal design, operation and maintenance activities of plants to provide assurance that documents are maintained to reflect the current configuration of structures, systems and components (SSCs) and that they conform to design requirements as expressed in the design documentation. An important objective of CM is that accurate information, consistent with the physical and operational characteristics of the plant, be available in a timely manner, for making safe, knowledgeable, and cost effective decisions, with confidence.

1.2. Objective 

This publication provides guidance on how to address configuration control challenges at plants. Member States may use this information and guidance as they face the same challenges in the process of CM at plants that are in operation.

Each plant has a specific situation regarding the contractual model (scheme) used for the construction of the plant, obsolescence level of the plant design, ageing of the plant, experience of the staff, availability of the original Architect or Engineer, completeness of the plant (design) documentation and effectiveness of the plant information system. Therefore, the purpose of this publication is not to provide a prescriptive set of actions that must be taken, but rather, to offer guidance for reviewing the situation and for establishing and maintaining an effective CM system. 

1.3. Scope and Structure 

This report describes the various aspects that need to be considered in the development and implementation of systematic plant configuration management. The aspects that are considered include design, procurement, operations and maintenance, methods/tools, human factors, cost/benefit, and implementation. A systematic and practical approach for improving CM systems, that may be weak or inadequate, is also described. In addition, examples are included from various countries that have implemented or improved such a system and the lessons learned during this implementation.

Section 2 provides an overview of the objective of CM to achieve equilibrium among its elements and the methodology to re-establish that equilibrium when it is disrupted. It also describes how an organization can improve CM through programmes, processes and promotion of a progressive CM environment. 

Section 3 addresses various categories of activities that can have an adverse effect on CM. Each subsection is divided into two parts that are entitled

(a) “Examples of events and challenges” that describes some examples of activities that caused disruptions in the equilibrium of the CM. These examples are based on international experience of specific events in plants and the common experience of the authors of this report;

(b) “Advice on meeting challenges.” that describes the processes and behaviours that can help avoid these events and challenges.

Section 4 describes organizational and human factors that are integrated into the normal activities of plants, which can be effective in preventing challenges to CM in addition to improving safety and operational efficiency.

2. Fundamentals of Configuration Management

It is assumed here that every facility has already knowingly or unknowingly employed the concept of CM. The extent of the application of CM and its status may be different at different facilities depending on their exposure to CM and relevant awareness of the plant management with respect to CM.
2.1. Objective of Configuration Management

The fundamental concept of CM is to provide assurance to the owner, operator and regulator that a plant is designed, operated and maintained in accordance with commitments which provide for the safety of the public and protect the environment.

The objective of CM at plants is the conformance of three elements illustrated in Fig. 1, which are described below.

Design requirements are technical requirements; derived from the design process, which impose limits on the final design and which are reflected in the design information documents.

Facility configuration information (FCI) is the documentation that defines how the plant is designed, how it is operated and how it is maintained. FCI is categorized as either: 

· design information

· operational configuration information

· other configuration information necessary for procurement, operation, maintenance and training activities.

Physical configuration applies to the installed and subsequently commissioned SSCs and to the operating configuration of those SSCs. 

Implementation of effective CM requires that processes and programmes integral to design, operations and maintenance of plants be compatible with the objective of CM. These work processes and programmes assure that: 

· Elements conform all the time

When the three elements of the CM equilibrium diagram are in conformance, it is said to be in CM equilibrium. Work processes and programmes provide assurance that this CM equilibrium is maintained at all times, and that it is restored when there are disruptions, whether they are caused by inadvertent action or desired changes.

· All changes are authorized 

People who generate design changes and people who manipulate the configuration of components are suitably qualified and experienced, and follow approved procedures.

· Conformance can be verified 

All changes to the design and operating configuration are documented so that the relevant current configuration and past configurations can be determined and verified to have been done correctly. 

Conformance with the design basis is assured when consistency is achieved among design basis, design requirements and operational configuration, as illustrated in Fig. 2. Design requirements, which are reflected in the final design documents (design information), conform to the design basis. Changes to Operational Configuration are made only with approved documents, which are written so that limits imposed by the design are not exceeded. Refer to Section 3 of IAEA Safety Guide NS-G-2.2, Operational Limits and Conditions and Operating Procedures for Nuclear Power Plants [1]. The physical configuration is consistent with (bounded by) the design and the design is consistent with (bounded by) the design basis.

2.2. Disruptions in CM Equilibrium


Disruptions can occur between any two elements of the CM Equilibrium Diagram (Fig. 1) in one of three ways: 

(a) A discrepancy is discovered unintentionally through day-to-day activities

(b) A discrepancy is discovered through a systematic review, assessment, or field walkdown intended to identify discrepancies.

(c) An intended change to the configuration is desired.

2.2.1. Inconsistencies between Design Requirements and FCI


Design Requirements are derived from the design process and are reflected in the Design Information documents. If CM disruptions are detected between the Design Requirements and Facility Configuration Information, the Design Information documents are reviewed for consistency with Design Requirements. Typical examples of disruptions between Design Requirements and Facility Configuration Information can include errors in analysis, such as incorrect use of design inputs or assumptions and errors in licensing documents

Typical causes for these disruptions can include

(a) new or revised design requirements

(b) inadequate original design review 

(c) misinterpretation of Design Requirements when designing changes


Additional examples of these types of CM disruptions and recommended good practices for their resolution are discussed in Section 3.1.

2.2.2. Inconsistencies between FCI and Physical Configuration


Discrepancies may exist between the Physical Configuration and documents in any of the three categories of Facility Configuration Information.

(a) Design Information

(b) Operational Configuration Information

(c) Other configuration information necessary for procurement, operation, maintenance and training activities.

2.2.2.1. Inconsistencies between Design Information and Physical Configuration


Typical examples of disruptions between Design Information and the Physical Configuration can include discrepancies between design drawings and as built plant conditions. The cause of these discrepancies usually cannot be determined immediately and may be due to either drawing errors or components installed that are other than those prescribed in the approved design.


Some causes of these disruptions are 

(a) Desired change to plant

(b) Errors in installation of modifications

(c) Poor post-modification testing procedures or execution


Additional examples of these types of CM disruptions and recommended good practices for their resolution are discussed in Section 3.2.

2.2.2.2. Inconsistencies between Operating Configuration Information and Physical Configuration


Typical examples of disruptions between Operating Configuration Information and the Physical Configuration can include components found in the wrong position, and incorrect operational set points.


Some causes of these disruptions are 

(a) failure to follow operating procedures

(b) errors in operating procedures

(c) wrong unit or wrong train operation

(d) human errors due to uncoordinated workarounds, uncontrolled abandoned equipment and temporary modifications


Additional examples of these types of CM disruptions and recommended good practices for their resolution are discussed in Section 3.3.

2.2.2.3. Inconsistencies between Other Operating, Maintenance, Training and Procurement Information and Physical Configuration 


Typical examples of disruptions between Other Operating, Maintenance, Training and Procurement Information and the Physical Configuration can include labelling errors, maintenance errors that affect plant configuration and foreign material or loose parts in a plant system.


Some causes of these disruptions are:

(a) failure to follow maintenance procedures

(b) errors in maintenance procedures

(c) inadequate procurement quality assurance (vendor qualification, receipt inspections, functional testing)

(d) parts substitutions made without proper evaluation.


Additional examples of these types of CM disruptions and recommended good practices for their resolution are discussed in Section 3.4.

2.2.3. Inconsistencies between Physical Configuration and Design Requirements 


Disruptions between Physical Configuration and Design Requirements are typically represented by the failure of SSCs to meet their specified performance criteria as designed, equipment out of tolerance, or unexpected degradation in performance of SSCs


Some causes of these disruptions are:

(a) inadequate performance testing programmes, including surveillance testing

(b) inadequate plant aging programmes


Additional examples of these types of CM disruptions and recommended good practices for their resolution are discussed in Section 3.5.

2.3. Processes for Returning to CM Equilibrium


Disruptions in the CM Equilibrium may be resolved using existing processes that are integral to design, operations and maintenance of NPPs. Existing processes and programmes may be evaluated using the CM process model described below to assure that all of the appropriate steps are accomplished to return to CM Equilibrium state. Refer to Fig. 3 “CM Process”.

2.3.1. Evaluate Identified Problem or Desired Change


As stated in Section 2.2, disruptions can occur between any two elements of CM Equilibrium Diagram in one of three ways: 


A discrepancy is discovered unintentionally through day-to-day activities. It is important that effective processes are established and that the culture of the organization encourages the identification and resolution of these discrepancies.


A discrepancy is discovered through a systematic review, assessment, or field walkdown intended to identify discrepancies. Programs may be established for periodic reviews and assessments that identify CM discrepancies. For guidance refer to IAEA Safety Guide NS-G-1.2 [2].


An intended change to the configuration is desired. Changes to the design configuration are accomplished through an established modification process. For guidance refer to IAEA Safety Guide NS-G-2.3 [3] and IAEA Requirements Document NS-R-1 [4]. Changes to the operating configuration are accomplished using approved procedures. Refer to IAEA Safety Guide NS-G-2.2 [3] and IAEA Requirements Document NS-R-2 [5]. For all of these situations, processes and programmes may be established that identify, investigate and evaluate the apparent disruptions in the CM Equilibrium.

2.3.2. Design Requirements Change Processes

Following the identification and evaluation of an apparent discrepancy or a desired change in the CM Equilibrium, the first step is to determine if the solution requires making a change to the Design Requirements. For example if a discrepancy is discovered between a design drawing and an installed component, the Design Requirements contained in a system calculation may need be determined to decide whether the drawing or the installed component is correct. Although it is infrequently encountered, the Design Requirements may need to be changed before addressing the other two elements of the CM Equilibrium Diagram (Fig. 1).


If required, approval of changes to the licensing commitments may be needed from the regulator. Licensing commitments includes documented elements, which the regulator has considered in granting and maintaining the Operating License for the NPP. Changing Design Requirements may also entail changes to the Physical Configuration or changes to Facility Configuration Information. 

2.3.3. Physical Configuration Change Authorization Process

Next determine if the solution requires making a change to the Physical Configuration. This may be either a design change that modifies SSCs or an operational configuration change such as the manipulation of a valve position or a switch.


Using existing processes complete all activities that are required to produce the outputs, such as design documents, work documents, or procedures that will result in changing Physical Configuration as required. Changing the configuration of the Physical Configuration may require changes to Facility Configuration Information.

2.3.4. Facility Configuration Information Change Processes


Determine all affected Facility Configuration Information that needs to be modified to return to the state of CM Equilibrium. Modify and issue all such FCI using existing processes.

(a) Design Information

(b) Operational Configuration Information

(c) Other configuration information necessary for procurement, operation, maintenance and training activities.

2.3.5. Do Nothing More


Based on this being the most cost effective solution, do nothing more and document the conclusion describing why the configuration is acceptable. 

2.4. Improving Configuration Management 


There is no prescriptive formula for improving Configuration Management. However, some common characteristics and practices can be adopted in order to achieve the highest standards of nuclear safety. The following programme elements, which are described in TECDOC 1335 Section 2.3, may be used to implement or enhance CM:

(a) Programme Planning (documentation of CM improvement strategy)
(b) Physical Configuration scope criteria
(c) Facility configuration information scope criteria
(d) Concepts and terminology
(e) Interfaces
(f) Configuration control information system
(g) Procedures
(h) Configuration audits and assessments
(i) CM training


These practices may be adopted individually, but the most effective approach is to pursue a range of practices suitable to the needs of an organization to support development of a progressive CM environment. A strong safety culture is crucial to reach a progressive CM environment. The safety culture is based on a combination of norms, values, and standards of acceptable behaviour. These are aimed at maintaining a self-disciplined approach to the enhancement of CM beyond legislative and regulatory requirements. Therefore, safety culture is inherent in the thoughts and actions of all the individuals at every level in an organization in order to promote free exchange of knowledge important to the understanding and maintenance of CM. This may be achieved through initial training in the fundamental principles of CM and periodic training and promotion to maintain a heightened awareness.


The leadership provided by top management is crucial in order to assure an appropriate appreciation of the significance of CM at all organizational levels and throughout the organizations that perform Configuration Management functions:

Design Basis Configuration - “Ensure Consistency with Design Basis”

Engineering Change Control - “Modify the Plant”

Operational Configuration Control - “Operate the Plant”

Configuration of SSCs not in service - “Maintain the Plant”

Plant Design Validation - “Test the Plant”

These Functional areas are described in Section 3.


A comprehensive description of organizational responsibilities based on the principles of Configuration Management is developed and integrated into policies and procedures. This description of responsibilities defines who is responsible for what, including the interfaces, transfer of responsibility and of documents and other information. 


It is important that the effectiveness of CM is measured through performance indicators and periodic assessments. 

3. Applications of CM


This section addresses various categories of activities that can have an adverse effect on Configuration Management. Each section addresses examples of events and challenges to CM and some examples of good practices to avoid these challenges. The organization of this discussion is based on the Objective of Configuration Management in Fig. 1 and the functional areas listed in Section 2.4.

Section 3.1 Design Basis Configuration (“Ensure Consistency with Design Basis”) addresses disruptions in the CM Equilibrium between the Design Requirements and Design Information. 

Section 3.2 Engineering Change Control (“Modify the Plant”) addresses disruptions in the CM Equilibrium between the Design Information and the Physical Configuration. Changes to design configuration may be made in accordance with Design Configuration Information, which in turn is based on existing Design Requirements. If changes to Design Requirements are needed, these may be made in accordance with approved processes and procedures. 

Section 3.3 Operational Configuration Control (“Operate the Plant”) addresses disruptions between the Operational Configuration Information and the Physical Configuration. Operating procedures that permit manipulation of systems and components that are in service comprise the Operational Configuration Information. Operational Configuration Information is maintained within the existing design as defined by the Design Information.

Section 3.4 Configuration of SSCs not in service (“Maintain the Plant”) addresses disruptions between the Physical Configuration and other configuration information necessary for procurement, operation, maintenance and training activities, which are maintained within the existing design as defined by the Design Information.

Section 3.5 Plant Design Validation (“Test the Plant”) addresses disruptions between the Physical Configuration and the Design Requirements. These disruptions are typically experienced as the plant ages and components are unable to meet the performance requirements assumed in their design. 

3.1. Design Basis Configuration (“Ensure Consistency with Design Basis”)


The CM objective of this functional area is to understand and maintain the design requirements consistent with the design basis. The plant physical configuration is maintained consistent with the design requirements, which thereby ensures that the physical configuration is also consistent with the design basis.


This section addresses disruptions between the Design Requirements and Design Configuration Information. 

3.1.1. Revised or Undocumented Design Basis


The Design Basis identifies and supports “WHY” Design Requirements are established and are therefore not typically subject to much change. However, through the process of safety reviews, upgrading and modifications, elements of the Design Basis may be revised, which may impose more stringent design requirements. Refer to Annex I. As discussed in Section 1.1, the main design principles may not have been well documented in the original plant design. 

Advice on Meeting Challenges


Missing design information is evaluated to determine which parts need to be regenerated. Missing design information that is critical, including that necessary to support the facility accident analysis specific to plant modifications and technical safety requirement, is regenerated in order of priority.

3.1.2. Cumulative Effects of Changes


As part of performing modifications, the plant design authority adjusts the deterministic safety analysis and PSA using current plant configuration and updated codes and inputs

Advice on Meeting Challenges


The Final Safety Report includes information related to the design and construction; technical and administrative measures to be taken in order to maintain the required technical condition during the planned lifetime and ensure and justify safe operation by the safety analysis. 


When performing modifications the plant design authority reviews the design basis of all affected systems and examines influence of modifications on the system’s design basis taking into account interfaces between the systems.

The operational and maintenance manuals are appropriately updated to reflect the new configuration of the systems. The FSAR is also updated appropriately to reflect any changes.


When updating the codes used to perform the deterministic safety analysis, use updated inputs to check the cumulative effect of modifications.
3.1.3. Facility Decommissioning

Examples of Events and Challenges


During facility decommissioning the configuration is controlled to assure that Design Requirements applicable to the status of the facility are met during each stage of dismantlement.


Decommissioning presents special challenges to Configuration Management because the succession of new configurations will create successive changes in the CM Equilibrium. Special attention is given to ensure systems on still operating units are not compromised by the decommissioning process.


Delays in decommissioning can deplete the knowledge base and the availability of suitably qualified and experienced persons

Advice on Meeting Challenges


Prior to cessation of commercial operation and facility dismantlement, the Design Requirements are reviewed to determine which design and operational requirements may remain in place and at what point certain requirements can be abandoned or modified. A systematic plan for dismantling a facility to be decommissioned is established based on the timing of these remaining design and operational requirements. Each stage of dismantlement is analysed to assure that the plant would be in conformance with the remaining design and operational requirements.


In the systematic plan for dismantling a personnel deployment schedule is integrated to assure that qualified and experienced people are available in every stage of decommissioning. 

Approved drawings are modified following decommissioning, highlighting the redundant systems and in-service systems and components.

Care is taken to recognize system dependencies between shared systems at multiple unit sites during facility decommissioning.


In some cases, facilities at multi-unit sites may share systems or there may be provision for cross connecting mechanical systems such as service water, component cooling water and instrument air systems between units. There may be also cross connections provided for electrical distribution systems between facilities and for cross-connecting offsite sources of electrical power which may be tied together in the switchyard. It is important to identify such mechanical and electrical interfaces to assure that the dismantling of one unit does not adversely impact an adjacent operating unit and result in the operating unit not being in compliance with its design bases.

3.2. Engineering Change Control (“Modify the Plant”)


The CM objective of this Functional Area is to assure that changes to design configuration conform to Design Requirements and are accurately reflected on Facility Configuration Information.  Engineering Change Control requires that the Design Requirements be evaluated and revised as necessary, and that Facility Configuration Information be changed to denote required changes to the Physical Configuration of the plant. 


The Design Requirements of a facility may be found in the following documents, including but not limited to:

Safety analysis report

Design bases documents

Calculations

Design and procurement specifications


As stated in Section 2.1 Facility Configuration Information (FCI) is the documentation that defines how the plant is designed, how it is operated and how it is maintained. FCI is categorized as either: 

Design Information

Operational Configuration Information

Other configuration information necessary for procurement, operation, maintenance and training activities.


The Facility Configuration Information of a facility may be found in the following documents, including but not limited to:

Piping and instrumentation diagrams

Electrical schematic drawings

Piping and ventilation drawings

Logic diagrams

Set point control documents

Equipment location drawings

Civil structural drawings

Wiring diagrams

Electrical cable routing drawings

Piping, ventilation, and cable tray support drawings

Plant operating and maintenance procedures, including pre-operational checklists
Spares lists

Training elements

Test procedures and reports

Emergency plans

Plant surveillance checks

Routine function test procedures

Start up QA plans

Reliability monitoring documents

3.2.1. Conformity of Facility Configuration Information to Design Requirements 


This section addresses disruptions in the CM Equilibrium between the Design Requirements and Design Information. These disruptions may be discovered through design reviews or they may occur when a change is desired to the Design Requirements or the Physical Configuration. This is accomplished through the modification process to assure that all of the proper reviews are made.


Disruptions in the CM Equilibrium between the Design Requirements and Design Information are typically caused by

New or revised Design Requirements

Inadequate original review

A desired change to the Physical Plant that requires a change in Design Requirements 

Examples of Events and Challenges


The following challenges may be created when the Facility Configuration Information is inconsistent with the Design Requirements:


Lack of assurance that the facility continues to be in a configuration that is consistent with its Design Requirements and that is approved by the regulatory body


Lack of assurance that the SSCs will perform their specified safety functions.


Lack of assurance that the accident analyses performed and potential offsite consequences of postulated accidents are still valid.

Advice on Meeting Challenges


Listed below is advice on meeting challenges relating to design control and potential problems that may arise if they are not implemented.


Suitably qualified and experienced persons control and supervise changes to the configuration of the facility. Lack of adequate control of the design change process may present unforeseen challenges to safe plant operation in such a way that the as-modified plant configuration may not remain within the design envelope and continue to meet all applicable regulatory requirements. This may result in accident mitigation systems and systems required to safely shutdown the plant and for maintaining the facility in a safe shutdown condition not functioning as intended by the design organization or as licensed by the regulatory body.


Regulatory requirements may specify that design changes need to be verified by equally qualified independent personnel. In addition many nuclear plants use independent review teams to evaluate the modifications to assure a high level of quality and nuclear safety. Refer to Annex II.


Control room drawings, plant normal and emergency operating procedures and other documentation relied upon by the operators are updated in a timely manner, preferably before the modified system is re-commissioned. Training documents are also updated in reasonable time period, based on the system’s significance.


If the operators do not have drawings and procedures that accurately reflect the current facility configuration they may not be able to respond in an appropriate manner to a transient or accident or may unintentionally place the facility in an unsafe configuration. Operators are trained on modifications as appropriate prior to commissioning the modification.


Facility modifications that are designed or installed by contract organizations are monitored by the facility, and Design Information prepared by the contractor is turned over to the facility on completion of the design change. (Prior to commissioning a new facility, it is important that all relevant design information be turned over to the facility or arrangements made for continued access to the information throughout the facility lifetime.)


Facility modifications that are designed or installed by contract organizations present particular challenges to maintaining accurate Facility Configuration Information.  When using contract organizations care is taken to assure that they have a firm understanding of the existing facility Design Requirements prior to starting the design of the modification. For major facility modifications, consideration is given to involving the design organization or architect/engineering firm that was responsible for the original facility design since they would be most knowledgeable of the design basis and will likely have the original design information and design documents such as calculations and detailed drawings. It is also important that the contractor’s work is monitored by facility personnel with sufficient technical knowledge of the area and knowledge of the facility Design Requirements in the area being modified. It is imperative that after the modification is commissioned that all Design Information be provided to the facility and entered in their document control system.


Care is taken to properly co-ordinate simultaneous but separate modifications on an SSC that may be installed at different times or in a particular sequence.
Separate but dependent modifications on an SSC may be in process at the same time. Typically these modifications are intended to be installed sequentially, where the configuration of the first modification is intended to be the point of departure for the second modification. However, situations arise where modifications are being performed in parallel, by different individuals or different groups within the facility or company. Therefore, it is important to co-ordinate these modifications to assure they can be installed in the proper sequence and function properly. It may be appropriate for each facility or utility to have a single group responsible for the coordination of all facility modifications to assure they will be installed in the proper sequence, function properly and that transverse effects are appropriately considered.


Care is taken that partially installed modifications meet Design Requirements at each stage of the installation.


Large or complex modifications may be installed over several facility outages or plant shutdowns of suitable duration. It is important to assure that after each portion of the modification is commissioned that the facility configuration remains within the design envelope and in conformance with its design and licensing bases.


Engineering Simulators may be used in the design of plant modifications to provide a higher level of confidence in the design change. Refer to Annex III for discussion on the use of Engineering Simulators.


The software for digital control systems needs to be thoroughly verified and validated. Software relied upon to automatically operate or control systems or components may often be complex. It is important that such software be thoroughly validated and verified to assure that unwanted automatic plant actions do not occur [6].


Use of new design and analysis software is benchmarked prior to use in safety-related applications against existing analyses performed by codes previously accepted and approved by the regulatory authority, or approved by the regulatory authority as necessary.

Use of software that has not been benchmarked or validated may produce incorrect results that can put the facility outside its design envelope. It is important that software be benchmarked against known results to assure accuracy and that any changes to the software be properly documented and controlled [6].

3.2.2. Conformity of Physical Configuration to Design Information


This section addresses disruptions in the CM Equilibrium between the Physical Configuration and Design Information. These disruptions may be discovered through plant walkdowns or they may occur when a change is desired to the Physical Configuration and accompanying changes to Design Information. This is accomplished through the modification process to assure that all of the proper reviews are done.


Disruptions in the CM Equilibrium between the Physical Configuration and Design Information are typically caused by:

A desired change to the Physical Plant, which requires a change to the design (a modification)

Errors in original installation or installation of modifications

Poor post-modification testing procedures or execution.

Examples of Events and Challenges


The following challenges are created when the facility documentation is inconsistent with the design documents:


Lack of confidence that unauthorized or undocumented modifications have not been made to the plant.


Lack of confidence that the current plant configuration conforms to the existing analyses and calculation design inputs.


Lack of confidence that current plant configuration conforms to normal operating and emergency operating procedures.


Lack of confidence that training manuals and the plant simulators conform to existing configuration. 

Advice on Meeting Challenges


Listed below is advice on meeting challenges relating to facility modification and design control and potential problems that may arise if they are not implemented. 


Plant design and configuration documentation are updated in a timely manner following a design change.


Care is taken when partially installing modifications so that control room drawings are systematically updated (for example, once per shift), if the modifications would affect operator actions.


If plant modifications that affect operator actions are to be installed over several operating shifts it is recommended that the control room drawings and operating procedures be updated once per shift and that the operators are briefed on the status of the modification at shift turnover.


As a part of the facility modification and design control process it is essential that drawings and calculations be updated in timely manner. Verification that all pertinent documents are correctly updated and distributed is included in the closure process for the design change. As the current configuration is the departure point for future facility modifications, it is always important to have information that properly reflects the current plant configuration. 


Beyond the safety benefits that accrue from having accurate information on plant configuration, there are also benefits gained through having a more efficient design process, where less time is spent verifying facility configuration before starting on a plant modification. 


Design documentation, analyses, control room drawings and operating and maintenance procedures are updated to properly reflect equipment that has been abandoned-in-place.

Equipment abandoned in place is reviewed for impact on SSCs that remain operational. Equipment abandoned in place is clearly tagged and facility drawings and operating procedures updated to avoid operator confusion regarding availability of SSCs.

3.2.3. Uncontrolled Temporary Modifications and Operator Workarounds

Examples of Events and Challenges


Hidden design deficiencies can result from uncontrolled temporary modifications or operator workarounds. (An operator workaround may take the form of an operator disregarding an instruction or step in an operating procedure because he knows that step is never used. Others examples could be due to a controller failure which may be compensated for by manual operator action.)

Advice on Meeting Challenges


Temporary modifications and operator workarounds need to be controlled through facility processes and evaluated to assure that design analyses and regulatory requirements are not invalidated.


Installation of temporary scaffolding or shielding as part of the facility modification is analysed prior to installation because their presence may result in a facility being outside its design envelope. Particular issues to note are seismic spatial interactions between temporary scaffolding and shielding and safety-related SSCs. 


Temporary modifications (including defeat of interlocks, installation of jumpers and lifted leads) also may result in unexpected system performance and put the facility outside its design envelope. A record of temporary modifications is kept in the control room and systems are restored to their normal configuration as soon as possible.


Temporary modifications and operator workarounds are evaluated periodically to verify that they are still necessary.


It is often expedient and necessary to make temporary modifications to the facility or to have operator workarounds. However, prior to installing temporary modifications or implementing operator workarounds, they are evaluated by appropriate engineering personnel to verify that they do not result in inconsistencies with the facility’s Design Requirements and put the facility outside its design envelope. In addition, temporary modifications and operator workarounds need to be carefully controlled and periodically evaluated to determine if they are still necessary. If these are in place for long periods of time it may be an indicator that a permanent facility modification is necessary. Some utilities have policies that temporary modifications and operator workarounds be in place for no more than one fuel cycle (or one year for facilities that do online refuelling). 

3.3. Operational Configuration Control (“Operate the Plant”)


The CM objective of this Functional Area is to assure that alignment of in-service equipment is consistent with approved design through use of approved technical procedures. 


This section addresses disruptions between the Operational Configuration Information and the Physical Configuration. Operating procedures that permit manipulation of systems and components that are in service comprise the Operational Configuration Information. Operational Configuration Information is maintained within the existing design as defined by the Design Information.


Disruptions between the Operational Configuration Information and the Physical Configuration are typically caused by 

Failure to follow operating procedures

Errors in operating procedures

Wrong unit or wrong train operation

Human errors due to workarounds, abandoned equipment, and temporary modifications
3.3.1. Initial Commissioning

Examples of Events and Challenges


Commissioning of a new plant can present unforeseen challenges to Configuration Management as systems begin to interact. Dynamic testing of new SSCs may be the first time that interactions take place. It may be necessary to configure systems to facilitate dynamic testing, for example the testing of a replacement turbine governor requires the reactor to be at power. In this instance, commissioning activities need to be closely co-ordinated with operators. 


Commissioning documents may be made available in a step-by-step overview format. System operators can quickly assimilate the current operational configuration when information is presented in this way. Progression from one phase to the next may be conditional upon evaluation of results and if necessary, by the regulatory body. Refer to Annex IV for additional discussion.

Advice on Meeting Challenges


Commissioning activities are designed to commission the plant starting with individual components (“bottom-up” approach):

(a) Component calibration and function testing

(b) System line up checks (valve positions, power supplies, control switch selections, etc). 

(c) System commissioning and performance testing.

(d) Collation of commissioning test reports into usable documents, for example documents specifying performance curves.


A full scope simulator may be used to check the operational features of SSCs and validate procedures as part of the commissioning phase.


An auditable system overview is available to operators at every stage in commissioning to facilitate nuclear safety aspects. Electronic tools may be used to provide up to date status displays of systems. 

3.3.2
Operation

Examples of Events and Challenges


Good operational configuration control can be challenging. Assurance that the alignment of in-service equipment is consistent with approved design is important. Requests for maintenance or operational plant manoeuvres may result in an upset to the CM Equilibrium Diagram (Fig. 1). These need to be controlled. 

Advice on Meeting Challenges


The operator has several tools available that help in maintaining operational configuration control. Use of some or all of these tools is considered during planning, execution, supervision and critique of all operations.


Adopt a questioning attitude with regard to all plant manoeuvres. (Refer to Section 4.5 for more detailed discussion.) 

Use STAR technique (Stop-Think-Act-Review). 


Use clear communication techniques. Oral instructions to operators are minimized. If oral instructions are required, then attention to ensuring that verbal instructions given are clearly understood is paramount. Use three-way communications and the phonetic alphabet to ensure clear and concise oral communications. 


Use conservative decision making when there is inadequate information or knowledge.


Apply good procedural adherence. Adequate procedures are available to perform all operating manoeuvres. Writer’s guides are used so that procedures are written in a consistent format and with accurate content. An electronic database facilitates use of the latest revision and associated links to other documentation.


Operator workarounds are controlled. Their number and duration are minimized. Regular periodic review of all operator workarounds is undertaken to ensure an aggregated condition does not exist. 


Pre-job briefing of the team and contingency plans are formulated before significant operations take place. “Expect to succeed but be prepared to fail” approach in the planning of tasks is adopted. 


Only suitably qualified and experienced persons control and supervise changes in operational status of SSCs. The use of suitably qualified and experienced persons is expanded to all staff, for example use of contractors during plant outages.

Conduct critiques (post-job briefing) of significant operating manoeuvres. 


Use of automated tools (risk monitors) to assist in the evaluation of risk associated with taking SSCs out of service.


Minimize time that SSCs are unavailable even when allowed outage time is longer.

3.3.3. Outages

Examples of Events and Challenges


Major outages present many challenges to Configuration Management, some of which can jeopardize nuclear safety. In these operating modes, safety barriers can be seriously challenged as many of the safety systems may be unavailable, many activities are carried out in parallel and many subcontractors may be working on the plant. 


Maintaining the shutdown cooling capability is a key safety function during shutdown conditions. To help achieve this goal CM is needed before, during and after the outage.


To help achieve these goals and maintain shutdown cooling capability, the time that shutdown cooling capacity is reduced needs to be minimized.

Advice on Meeting Challenges:


Ensure that the SSCs are out of service for the minimum time necessary to carry out the work programme and schedule details.

Assigned resources are suitably qualified and experienced persons

Adequate work specifications

Pre job run-throughs or mock-ups

Outage related training using a simulator facility

Pre outage briefings with all affected departments

Spares availability

Correct tools and equipment

Scaffolding and lagging support identified

Assess suitability of radiation protection.


Tag out requirements are specified, for example a consistent procedure for locking and unlocking.

Return to service / re-commissioning checks are conducted: Maintenance ensures that before the return of the SSCs to operations, all necessary work is completed and return to service quality plans are completed. Operators verify proper alignment of all affected components before the system is returned to service. 

Confidence holds are considered when releasing safety critical SSCs before allowing work to proceed. These confidence holds are built into the outage plans to maintain the availability of these systems for decay heat removal and low-pressure safety injection until physical evidence of cooling capability has been assured. Gain confidence before releasing plant beyond point of no return.
3.3.4. Outage Implementation 

Examples of Events and Challenges


All outage work is carried out in accordance with the outage plan; however there may be inevitable emergent work or modifications that may arise. Emergent work has the potential to upset CM Equilibrium if the work is not controlled in the same manner as the original outage work scope.


Return to service of SSCs can be delayed by inadequate planning during critical or complex tasks where a high degree of planning and coordination is required.


Unexpected loss of supplies during switching of essential electrical supply trains to essential equipment. Loss of instrumentation and control supplies to a water head tank level controller occurred resulting in loss of prime to an essential cooling system.

Advice on Meeting Challenges


Area co-ordinators are the direct representatives of the outage manager and are assigned to facilitate work in critical or complex areas of plant. Co-ordination of work in congested areas or work that is competing for cranes is especially valuable. Provision of lay down areas for heavy equipment needs to be planned and adequately marked, in particular avoiding areas that may require emergency vehicle access. 


Task co-ordinators develop detailed plans to prepare and complete their particular activity, maintaining a log of significant events, hold-ups and problems will facilitate future outages.


Prepare switching quality plans to check expected actions have occurred during the switching and that the correct operation of standby plant has occurred.


Modifications require at least the same levels of planning and preparation as for maintenance activities. To maintain good CM, all documentation is updated and ready for issue when the modified system is returned to service. 


Contingency plans are prepared to accommodate emergent work. The outage control team assess all emergent work and normal review procedures are used where possible to determine critical path analysis and operational fit within the programme. For example, inspection plans for essential SSCs have a contingency plan to repair any anticipated defects (resources, specifications, spare parts, etc). This type of contingency plan will assure that SSC downtime is minimized.

3.4. Configuration of SSCs not in Service - Maintenance, Procurement and Training (“Maintain the Plant”)


The CM objective of this Functional Area is to assure that SSCs are procured and maintained in accordance with approved design 


This section addresses disruptions between the Physical Configuration and other Facility Configuration Information necessary for procurement, operation, maintenance and training activities, which may be maintained within the existing design as defined by the Design Information. 


This information is not used to define the design configuration nor can it be used to change the operational configuration of the plant but it can have an impact on Configuration Management. Maintenance activities are conducted on structures, systems or components (SSCs) that are out of service. When the SSCs are returned to service, they are in the condition and state expected by the design and operating organizations. Similarly materials that are procured and stored in the warehouse are maintained in the expected condition. Training materials and the plant simulator are consistent with the Physical Configuration of the plant in order to be useful for training.


Disruptions between the Operational Configuration Information and the Physical Configuration are typically caused by 

Failure to follow authorized maintenance procedures

Errors in maintenance procedures

Inadequate procurement QA (vendor qualification, receipt inspections, functional testing)

Parts substitutions made without proper evaluation

Failure to update training materials or the simulator(s) in response to a modification 

3.4.1. Routine Maintenance Activities 

Examples of Events and Challenges


Routine maintenance activities can lead to human errors due to complacency and failure to follow procedures because the activities are routine. This can present challenges to Configuration Management when components are not returned to their desired condition or state for operation.


It is necessary for maintenance personnel to have the knowledge about the safety significant functions of the SCC on which the work will be done. It is also important to know about SSCs and their importance to safety close to the work site, like fire doors, steam relief passageways, leak detection systems. The maintenance staff has controls to assure that the work is performed on the right component (right unit, right system, right train), at the right time and that the right actions are done.

Challenges include:


Insufficient knowledge about SSC and their importance to safety close to the work site, like fire doors, steam relief passage ways, leak detection systems.


Foreign Material Exclusion (FME) - low awareness of the importance to avoid loose tools and parts close to areas were they could enter into fluid systems and components and to avoid using colourless plastic.


Management of operational chemical products used in maintenance, to avoid unapproved chemicals used in the plant.

Use of the right and appropriate tools.

Advice on Meeting Challenges 

SSCs important to safety are specially marked or signed in the plant. 

SSCs important to safety are identified in the maintenance management system.


Pre job-briefings and post-job briefings to avoid misunderstandings before and after work are completed.


Daily status report and briefings of operating personnel about maintenance activities at the end of each day.


Risk assessment is performed on system and implementation conditions.


Adopt a questioning attitude with regard to all plant manoeuvres. (Refer to Section 4.5 for more detailed discussion.) 


Use STAR technique (Stop-Think-Act-Review). 


Use clear communication techniques. Oral instructions are minimized. If oral instructions are required, then attention to ensuring that verbal instructions given are clearly understood is paramount. The use of three-way communications, use of phonetic alphabet, etc may achieve this.


Use conservative decision making when there is inadequate information or knowledge.


Apply good procedural Adherence. Adequate procedures are available to perform all operating manoeuvres. Writer’s guides are used so that procedures are written in a consistent format and with accurate content. An electronic database facilitates use of the latest revision and associated links to other documentation.


Correct Component Verification (CCV) tags may be applied to components after they have been positively identified prior to starting work to ensure work is not performed on the wrong component. 

3.4.2. Outage Maintenance Activities 

Examples of Events and Challenges


Maintenance activities performed during an outage can lead to human errors because of time pressure to not impact the outage schedule. Also the use of contractors unfamiliar with plant processes and procedures can lead to similar human errors. This can present challenges to Configuration Management when components are not returned to their desired condition or state.

Advice on Meeting Challenges 


Refer to advice in Section 3.4.1 for Routine Maintenance Activities.

3.4.3. Replacement of Components, Reconstructions and Repair

Examples of Events and Challenges


Replacement of a component by an equivalent component is a recognized maintenance activity. In this context, an equivalent component is either one which is identical with the original component or one for which a safety assessment has previously been made to confirm that the replacement is in accordance with the procedure for control of modifications, so that it can be considered an equivalent replacement for the original component. 

Replacement made to a component is not totally identical to the original one

Inadequate QA from supplier that is not consistent with design requirements.

The challenge is to recognize whether a component is equivalent to the original

Repair is done in accordance with an approved and qualified method, documented in a procedure.

Advice on Meeting Challenges


Use methods that are qualified or belong to an accredited programme


Use effective process for evaluating replacements to confirm that the component is equivalent 


Use the manufacturer to do repair work, but in accordance with plant approved methods and procedures.

3.4.4. Procurement of Spares, (QA, Receipt Inspection, Supervision of Vendors)

Examples of Events and Challenges


The supplier promises more than he is capable of or willing to deliver.

The supplier has made modifications to components without informing the plant.

Difficult to get the original specification of requirements on components.

Advice on Meeting Challenges


Develop partnership with suppliers and agree about systems for assuring quality and supervision during manufacturing of components


Adhere to well controlled manufacturing standards


Use agreed system for approving manufactures according to country specific requirements 

3.4.5. Maintenance of Spare Parts

Examples of Events and Challenges

Consequences and effects on components due to storing

Inventory of stored components that need maintenance

Spare parts in stores which age same or quicker than installed components

Special plastic and rubber material

Corrosion

Storage of equipment is controlled to meet or exceed vendor requirements.


SSCs that are stored for extended periods of time may degrade while in storage. Vendors usually provide recommended storage requirements for the SSCs they supply; these may include environmental requirements such as for temperature and humidity. Vendors may also specify periodic lubrication or periodic shaft rotation for rotating mechanical or electrical equipment. For equipment that is environmentally qualified, it is important to track the qualified life of such SSCs even during storage prior to installation in the facility. Environmentally qualified components will likely have special maintenance requirements specified by the manufacturer and may need to be maintained at specific intervals to replace items such as gaskets, and O-rings to maintain their ability to function in harsh environments.

Advice on Meeting Challenges

Some plants buy spare parts especially for the upcoming outage, so that fresh materials are used.

Storage of equipment is controlled to meet or exceed vendor requirements.

Create partnership with manufactures and let them store special spare parts.

Established and effective spare parts maintenance programme.

3.4.6. Foreign Material Exclusion (FME)

Examples of Events and Challenges


SSCs can be made unavailable due to the introduction or non removal of foreign material. Adequate precautions and documentation may not exist to prevent access of foreign material or to remove temporary blind or orifice plates. Foreign Material Exclusion (FME) also applies to the exclusion of aggressive chemicals in systems such as may arise from the use of materials containing chlorides in stainless steel systems.

Advice on Meeting Challenges


Prevent foreign bodies in plant systems as a part of the planning phase of an outage. For example, blanking plates are made up prior to the outage to be available as soon as the containment, vessel, pipe etc. has been exposed. 


Prevent loose materials by using adequate containers to store small items while maintenance work is in progress. Place suitable sheeting around the work area to act a second line of defence where work on or around gratings is required.

Independently inspect SSCs before closing

Use ledger to inventory materials taken into and out of work areas 

Comprehensively describe the process for removal of temporary plates in return to service procedures.

An open reporting culture is encouraged if the FME boundary has been breached in order to promote recovery. 

3.4.7. Re-commissioning and Pre Start-up Reviews

Examples of Events and Challenges


Recommissioning following outages, if not properly planned and coordinated, can prolong the time that essential SSCs are unavailable.

Advice on Meeting Challenges


Form a recommissioning team to revalidate SSCs before releasing them for duty. The recommissioning team has clear lines of accountability for this task. 


Groups or individuals are assigned responsibility for systems review work to provide a state of readiness report prior to start-up consent being sought.


Work packages have been closed out properly.


Operators are trained on the effects of plant modifications, including procedure revisions. 


Surveillance tests, post modification testing and post maintenance testing have been performed correctly.


Refer to Annex V for discussion on techniques to prevent system line up errors.

3.5. Plant Design Validation (“Test the Plant”)


The CM Objective of this Functional Area is to assure the performance of SSCs meets Design Requirements.


During design of a plant the performance of SSCs that is assumed in the design is documented in Design Information as allowable performance values, with an appropriate margin to allow for plant aging and other factors. During initial commissioning of a plant, the baseline performance is established through testing to confirm that the actual performance meets or exceeds the performance assumed in the design. Active SSCs usually require some form of maintenance intervention many times before the end of their service life. Passive SSCs such as pressure boundaries, cables and structures are subjected to ageing management programmes to monitor their ability to reach end of their service life with adequate safety margin still remaining. [7]. 

Refer to Annex VI, which addresses monitoring of plant performance for ageing effects.

3.5.1. Surveillance and In-Service Inspections

Examples of Events and Challenges


The primary objective is to identify potential changes in material structure and function that would affect the ability of SSCs to meet their Design Requirements.


A challenge in surveillance and in-service inspections is to identify when measured parameters of SSCs may approach design limits in time to take action. It is important to make a judgement, based on expert analysis and earlier experience, if the results of the measure are within acceptable limits. 

Advice on Meeting Challenges


Use the knowledge and experience from different surveillance tests and In-Service-Inspections in decision-making, for example, to do trending and comparison of results.


Benchmark with other facilities to anticipate trends.

3.5.2. Ageing Effects - Thermal Transients

Examples of Events and Challenges


Potential issues of Configuration Management related to fatigue could arise if the number of thermal transients experienced exceeds those assumed in the design analyses.

Advice on Meeting Challenges


Mechanical fatigue is a design consideration that could go unrecognized and consequently uncontrolled by the facility staff. The facility staff monitor thermal transients or the facility install instrumentation to monitor thermal cycles at critical locations to assure that the cumulative usage factors specified in the design analysis, which provide the bases for the allowable stresses of primary coolant components, are not exceeded during plant operation.

3.5.3. Ageing Effects - Environmental Qualification

Examples of Events and Challenges


Environmentally qualified equipment is monitored to assure that it does not exceed its qualified life.

Advice on Meeting Challenges


Equipment qualified to function in a harsh environment such as at conditions of extreme temperature, humidity and high radiation has a prescribed qualified life determined by the vendor. Exceeding the qualified life may result in the equipment not being able to perform its design function due, for example, dried out seals, gaskets or O-rings, loss of cables insulation or risk of non ductile failure. The qualified life of such equipment is controlled and maintenance is performed at prescribed intervals to assure conformance to the Design Requirements of the SSCs. Implement a preventive maintenance programme or replacement programme based on preventive maintenance approach.

3.5.4. Ageing Effects - Erosion / Corrosion

Examples of Events and Challenges


Erosion and corrosion present challenges to the facility configuration and personnel safety. The issues associated with corrosion of the reactor vessel head have recently highlighted these challenges. There are several types of corrosion that need to be considered in developing a strategy to protect against the effects of corrosion. These include microbiological corrosion, flow accelerated corrosion, intergranular stress corrosion and primary water stress corrosion in pressurized water reactors. In addition, corrosion produced by the ambient environment may be addressed in a comprehensive corrosion programme. A particular concern for coastal plants is the effect of saltwater spray and the high chloride/saline environment in general, that can severely degrade equipment anchorages and component supports as well as the SSCs themselves. 


Erosion is also a major consideration in the turbine and in other areas where two-phase flow exists and at elbows or where the flow changes direction. This is not only an issue for plant availability but can also present a significant personnel safety hazard.


The effects of piping erosion and corrosion including external corrosion may not have been adequately accounted for the in the original design. Piping wall thinning may exceed the design limit.

Advice on Meeting Challenges


Programmes are developed and implemented to identify SSCs that are susceptible to degradation by erosion and corrosion effects from both internal mechanisms and the external environment, and to check potential appearance or evolution of the phenomena (Refer also to 3.1.4.3).


A good erosion / corrosion programme identifies the piping that is susceptible to erosion and / or corrosion. Wall thickness is measured periodically and tracked to detect any trend to wall thinning. Affected piping is replaced well before the wall thickness approaches its design limit.
4. Organizational and Human Factor Aspects


The safety of every NPP is mainly a result of human activity. The operational NPPs are normally controlled, operated and maintained by people other than the designers and original producers of the plant technology.


The main aim is to keep the plant safety configuration firmly under control. Therefore, technically fully qualified and competent maintenance and the performance of design changes to existing plant technology is essential.


Hypothetically, if the plant SSCs were absolutely reliable and resistant to performance degradation effects, no maintenance would be needed. If there were no changes to regulatory requirements or identified improvements to plant design, the plant design documentation (and the plant itself) would remain the same shape during the plant lifetime. Even then the presence of humans needed to operate the plant equipment would offer challenges to the operational configuration. 


In reality plant maintenance and testing will be performed throughout the plant lifetime to monitor and trend plant performance, changes to operational configuration will be needed to operate the plant and changes to the plant design configuration will be needed to accommodate the evolving regulatory requirements and plant safety improvements. Humans will perform these activities and there will be additional challenges to Configuration Management due to such factors as: 

(a) Varying levels of experience and training of personnel

(b) Human error due to social, psychological, ergonomic or environmental factors

(c) Human errors due to insufficient information both about plant design basis and actual status of SSCs.

(d) Inconsistencies in adherence to plant safety culture. 


This section addresses some of those issues.

4.1. Knowledge Management


Transfer of knowledge to newcomers and persons replacing other colleagues is necessary to maintain the consistency of existing and future state of the configuration.


A deep knowledge about the plant is expected with the people working at the plant from the beginning of its operation. But, their knowledge does not need to be the same as the knowledge of designers, especially of the Architect Engineer (A/E). In case of the replacement of basic components, the availability of DBD , i.e. “know why” is essential.

4.1.1. Transfer of Knowledge

Examples of Events and Challenges


A new engineer replaces another one who has spent many years in the same position and find a full cupboard of files and records. Even if they have been correctly sorted, it is very difficult for the new comer to find data originated many years ago.


Undocumented information in the mind of experienced people can be lost when people retire or when people move to other jobs and the following examples of risks can occur.


Risk of losing very useful acquired knowledge,


Risk of errors by loss of necessary information.

Advice on Meeting Challenges

(a) Utility has supporting information for design from original system designer.

(b) Use electronic databases and information management systems, entering all information necessary for sorting. A good system is a system that can be correctly used by both people entering information and by people using the information. 
(c) To capture undocumented information

· Identify subject matter experts and develop contact with them.

· Build culture of trust and collaboration.

· Identify information useful to the organization.

· Decide whether information needs to be controlled.

· Decide how to organize the data, where to store it.

· Build systems and populate data.

· Educate people on how to find information.
(d)
Use new operators to walk down systems and confirm as built plant configuration as 
part of their initial training.

(e)
Always reference documents from which information is taken, in order to give an easy 
possibility to check that it is has not been modified by a new revision.

(f)
Implement effective document control system so that everyone has access to the same 
information.

(g)
Use an efficient archive centre where all design documentation from design bases to 
detailed documents, including justifications, is stored, easily accessible by the 
information management system, correctly protected against fire, flooding, and 
earthquake.

Refer to Annex VII for discussion on techniques for maintaining core organizational knowledge.

4.1.2. Staff’s own Personal Databases and Experience

Examples of Events and Challenges


Frequently some people use their own notes, schemes and remarks to facilitate their job performance. Instrumentation and control (I&C) experts or other specialists need more detailed information or documents with a structure or contents that is different from ordinary plant documentation. Some people also are willing to maintain their indispensability and image and therefore have a tendency to keep some core information only for themselves. 


Information which is documented only in personal databases may be lost if nothing is done to transfer it to an accessible database.

Advice on Meeting Challenges


Enforce the QA principles to write procedures on necessary activities.


Support the team spirit among the staff. 


Create joint teams consisting of experienced and young engineers for complex projects 
as reconstruction or Periodic Safety Reviews.


Transfer to official databases all information that could be useful in the future.


Use mentoring to transfer tacit knowledge from experienced personnel to less experienced personnel. (Refer to Section 4.1.5 for more information about mentoring.)
4.1.3. Transfer of Technical and Organizational Knowledge (“know-why”)

Examples of Events and Challenges


An operator submits a change request. A different change is implemented, which has the same result. The operator is frustrated if he does not know why an alternate solution was chosen and may misunderstand how to take advantage of the change.


An operator requests a change, which had previously been found unacceptable, but justification for the previous decision was not documented.


The extent of problems may not be understood if not documented.


Design documents and procedures may be misused if their basis is ambiguous.


Users may be de-motivated if they do not understand why an action is required.

Advice on Meeting Challenges


At the beginning of studies of Technical Specifications and procedures, describe the different options considered, and the reason(s) why other options were rejected


In each modification file, describe the historic context including the originating event(s) and describe the analysis of alternative solutions studied, with advantages and disadvantages of each proposed solution. 


A core knowledge of Design Basis information might not be available at the plant. Especially, if the plant has been supported from the beginning of its operation by the original vendors, A/E, etc. Therefore, the technical knowledge of the staff might be limited.


Due to social or commercial developments in area of nuclear power, the original engineering support may be weak and /or its quality may change due to the loss of attractiveness of nuclear power. In such a case, the early establishment of plant engineering is necessary, to save DB information still existing. In fact, the existence of the “Design Authority” with the capability of the original A/E is essential during the whole plant lifetime.

4.1.4. University and Scientific Support

Examples of Events and Challenges


The technical support of specialized organizations, such as universities is often necessary to perform specific analyses or studies for which the operating company does not have the adequate skills or for which data coming from other sources are useful or necessary.

Advice on Meeting Challenges

Use the support of research facilities.


Work with institutes, technical schools or universities, national or international research centres, specialized in nuclear engineering, theoretical research or applied research.


Encourage use of apprentice students from the engineering schools and universities, spending some months (up to one year) in industry during their studies period.


Use support of services from official institutions such as the American Nuclear Society (ANS) or European Nuclear Society (ENS).

4.1.5. Mentoring

Examples of Events and Challenges


The knowledge of people leaving their position is often only partially put in writing, and there is a high risk to lose it.


Newcomers need to receive the knowledge transfer by discussion as much as possible, rather than only by documents. Questions facilitate a lot the information transfer.

Advice on Meeting Challenges


Organize a debriefing of undocumented knowledge of people leaving their position (including retirement). Asking a sample of newcomers for their expectations helps to build the debriefing procedure.


Introduce a succession plan allowing the new employee to be in double position with his predecessor for a period adapted to the situation (from some weeks to some years).


Establish joint teams consisting of experienced people and young engineers to solve some problems or to develop new projects. Especially retired engineers may have strong motivation to support their former company.


Establish project teams with the involvement of some newcomers, with a clear goal to have knowledge transferred through work. Projects like design basis reconstitution and periodic safety reviews are good examples.

4.2. Common human errors in CM

4.2.1. Impact of Long Term Routine Work

Examples of Events and Challenges


Long habit of performance of the same task could become routine and lead to procedure non-conformance and errors.


Loss of motivation to learn and update knowledge may by impact of ageing of staff and/or monotonous work.

Advice on Meeting Challenges


Use job rotation and career moves to increase the number of people who can perform a task.


Introduce “Ergonomic and Fitness for duty” training in human resources management in order to allow managers to use methods adapted to detect potential risks of monotonous and routine work.


Implement Q/A tools and methods to ensure correct performance of the activity, both manual (maintenance, operation, line-up setting) or intellectual (calculations, justification of data, etc.). 

4.2.2. Organizational and Personnel Changes

Examples of Events and Challenges


The need to change organization or to replace retired colleagues may lead to inadequate personnel changes. A good specialist does not necessarily make a good supervisor or manager.


Major organizational changes and staff reduction programmes may lead to some important configuration information being lost due to lack of evaluation on where the knowledge is before the changes and after.

Advice on Meeting Challenges


Use personnel policies, which allow increased compensation based on technical capability or special knowledge rather than promoting to management position.


Very carefully implement changes to existing organization, taking into account the accommodation of people to the functional system. Also, it is very important to recognize key personalities in their area of responsibility. Their replacement may affect plant performance and even safety.


Key knowledge centres have to be recognized before the major organizational changes staff reduction programmes. Needed knowledge transfer is controlled during the changes and checked after completed changes.

4.3. Information Management

4.3.1. Information System and Document Control System

Examples of Events and Challenges


Inefficiency with potential risk of errors may be caused by a lack of rapid access to correct information.


People may use incorrect information if access to it is more convenient than the correct information.


Unauthorized drawings can lead to errors in their interpretation.


Errors in drawing updates can lead to errors.


Document inconsistencies may be the result, if all documents affected by a modification are not identified.


Documentation is not consistent with physical state of installation.

Advice on Meeting Challenges


A functional computerized information system is important, even if the plant age makes it impractical to automate all documentation.


Information systems allow easy access, without the need for specialized computer knowledge. Testing information systems on a sample of the different potential users helps to identify the necessary simplifications.


Computer-based task management systems are useful tools to support operating and maintenance processes in the power plant. They help to assure that these processes are performed and continuously controlled in accordance with procedures.


A task monitoring system is a useful tool if it integrates all tasks and corrective actions important for the safe and reliable operation of the plant into one application. It is essential that all stakeholders have access to the system. The application owner monitors the system and provides monthly status reports to the plant management.

Elaborate a system of documentation control dealing with all these aspects,


Make reconstitution of only one part of a drawing/diagram when possible to limit the need of verification to a minimum


Take opportunity of reconstitution to verify the consistency with physical state or other parts of the design,


Perform walk-downs to verify consistency with physical state of installation before and after modifications.

4.3.3. Electronic Systems

Examples of Events and Challenges


Hand drafted documents may become illegible or impossible to update after too many revisions. 


Consistency of documentation, especially drawings, diagrams, parts lists, and equipment lists can be improved with electronic documents.

Advice on Meeting Challenges


Use fully computerized document control systems for the design of new plants, being aware that there are limits for some contractors.


Use electronic tools for modifications of already computerized documents, so that all the document revisions can be tracked and accessed.


Use electronic tools when upgrading documentation. This also can allow performance of consistency verifications, which were more difficult previously.

4.3.4. Management of Data

Examples of Events and Challenges


When starting a procedure modification study, a set point value for a steam generator discharge valves was copied manually from a database. An engineer participating in the study recalled that this set point had been changed three years before. QA system did not exist at that time in that plant, but the common reaction was, “everybody knows that.”


Using wrong data (not correctly introduced, or not updated) can lead to safety events.

Advice on Meeting Challenges


Use a computerized data system and update the data each time it is modified, either permanently or temporarily. Use designations to distinguish temporary modifications.


Have procedures to include updating of data each time one is modified.


Develop the safety culture of all involved staff. (Refer to 4.5.1)

Refer to Annex VIII for discussion on the use of computerized tools. 

4.4. Supervision and verification of human activities.

4.4.1. Verification that all activities are performed in due time.

Examples of Events and Challenges

. The primary objective is to avoid human error due to factors such as routine work, time pressure, distractive environment, first time evolutions, etc.


If operational or training documentation is not updated in due time, errors could result in destruction of equipment, personnel injury or regulatory violation.

Advice on Meeting Challenges


Review and verification is introduced in procedures using the relevant and necessary steps at different levels

(a) Self assessment 

(b) Peer check

(c) Verification by supervisor

(d) Independent review by external organization

(e) Involvement by Regulatory body, if required

(f) Verification is necessary at all levels

(g) Design versus design basis,

(h) Physical state versus design,

(i) Operating/maintenance procedures versus design,

(j) Training material (including simulator) versus physical state.

4.4.2. Self-checking

Examples of Events and Challenges


Self checking is the primary method for verifying that an action was performed appropriately. 

Advice on Meeting Challenges


Each action, whatever the subject is checked by the person responsible for the action.


The following practices have been successfully used. 


Implement a Behaviour Safety Programme, for example a job observation process by peers. Observers are expected to carry out 1-2 job observations each month using a standard check sheet and give feedback to identify any unsafe behaviour.


Raise awareness using a performance observation programme — an established process for monitoring work performance.

Development of a “STAR” (Stop, Think, Act, Review) concept 

Use clear communication techniques.

Use self evaluations to identify strengths and weaknesses.

In some activities indicators can also help evaluating the efficiency of the self-checking.

4.5. Cultural and Motivation Aspects.

4.5.1. Safety Culture


Without an appropriate safety culture, there is a great risk that the actions will not be performed correctly due to insufficient knowledge of the basic rules. A strong safety culture is crucial to promoting a CM environment.

Examples of Events and Challenges


Safety culture requires a constant and consistent awareness, not routine work.


People may not understand why safety culture is needed to perform a limited task.


People need more than written procedures. They also need training in how to apply a specific procedure, and an explanation of why the procedure is required.


Even if the plant operating staff are aware of safety culture, the people performing a maintenance activity may not be aware. 


People may try to work around processes to save time and may rely on their routine.

Advice on Meeting Challenges


Documented management direction explicitly promotes a safety culture that supports Configuration Management, both financially and in terms of schedule.


Advantages of safety culture and CM are stressed. As far as CM is concerned, for example:

(a) more reliable and credible design information,

(b) reduced operating and maintenance costs,

(c) elimination of duplicate databases,

(d) reduction of parts inventory,

(e) reduced number of plant trips,

(f) fewer condition reports, audits & inspection findings,

(g) less time spent responding to regulator requests,

(h) improved performance indicator rating.


Management behave according to safety culture and support Configuration Management.


Safety culture is evaluated according to an appropriate model. IAEA Safety Report No. 11, Section 6.4 provides such a model [8].

4.5.2. Questioning Attitude

Examples of Events and Challenges

Lack of a questioning attitude could lead to:

(a) not considering better ways or solutions,

(b) not taking into account the evolution of knowledge, including on the potential danger of what was admitted as good,

(c) perform wrong actions,

(d) not evaluating all the aspects of an action, especially as far as modifications are concerned, to forget to identify the consequences on all documentation, data, and other information.

Advice on Meeting Challenges

As part of safety culture, insist on the need of a questioning attitude.

(a) Introduce questioning attitude for all engineering activities, including modification analysis, design and maintenance.

(b) Safety culture and CM are assessed by audits, but also by analysis and evaluation of all shortcomings identified,

(c) Look at what other units, plants, companies and contractors do. Adopt good practices and learn from operating experience.

(d) Collaborate with partners and customers (internal or external), 

(e) Collaborate with other teams, and participate potentially in working groups set up to evaluate the good practices of others.

5. Self-Assessment, Performance Indicators and Health Report

5.1. Self-Assessments


The objective of CM Self assessments is to help define facility Configuration Management needs and to measure how effectively CM objectives are established and maintained. Assessments are conducted at all stages of the facility life cycle in a systematic way and at any time a potential CM-related issue is identified. 


Assessments most often compare the elements of the CM Equilibrium Diagram (Fig. 1) to establish the degree of compliance. For example plant walk downs examine the degree of compliance between Design Information and Physical Configuration or calculations are reviewed to determine the degree of compliance between Design Information and Design Requirements. These assessments may focus on all programmes that affect a particular SSC (“Vertical Slice”), or focus on a single programme and its effect on all SSCs (“Horizontal Slice”). Guidance for these types of assessments is provided in Section 3.3 of TECDOC-1335 [9]. IAEA Safety Guide NS-G-1.2 [2] provides guidance for assessment of as-built design against the Design Requirements.


Refer to Annex IX for further discussion on this topic.

Self-assessments are also possible which examine processes that impact Configuration Management including Core processes; Steering Processes; Auxiliary Processes.


Refer to Annex X for further discussion on this topic.

Prior to performing a CM assessment it is helpful to identify key attributes important to Configuration Management in order to ensure a that relevant areas are addressed and to summarize the results. Annex XI provides a list of key CM attributes.

5.2. Performance Indicators


It is important to measure the effectiveness of Configuration Management to identify problem areas before they become unmanageable and to prioritize improvement strategies for better allocation of resources. Some features of effective CM measures include: 
(a) Measure what is important to Configuration Management.

(b) Link to CM fundamental principles

(c) Establish measures for all parts of the organization

(d) Measure things in your control

(e) Trend low-level problems. 

(f) Find root cause of big problems

(g) Set standards and goals 

(h) Communicate goals and results

(i) (Refer to Annex XII for discussion on use of performance indicators)

5.3. Health Report


In some countries a health report is developed on the status of systems condition and includes configuration challenges. One of the objectives of these reports is to have a continuous update on the plant systems and components status and forms the basis for decisions on corrective actions and investments in modernization of the plant. CM Health Report using red, yellow and green indicators to signify relative health based on the functional areas described in Section 3 of this report. A typical health report includes the following: 

(a) individual condition reports for significant safety items

(b) any existing deviation or deficiency that could affect the configuration of the system

(c) industry events from other nuclear plants

(d) vendor bulletins

(e) regulatory notices that could impact the NPP.
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FIG. 1: Configuration management equilibrium model.
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FIG. 2. Using CM to ensure consistency with the design basis.


FIG. 3: CM Process.
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Annex I
Application of CM for Changes to Design Basis

Applies to Section 3.1.1.

I-1. OVERVIEW


Through the process of Periodic Safety Review (PSR), Design Requirements are subject to change that may impose more stringent requirements. 


The plant design authority periodically reviews the new requirements and collates new design basis of SSCs taking into account the interfaces between the systems. During this process the original design basis of the systems compared with the new ones.


The licensee is obligated to certify to the nuclear regulatory authority for the complete fulfilment of the nuclear safety requirements relating to the design of the nuclear power plant.

I-2. KEY ELEMENTS


The main sources of the new requirements may be:

(a) plant safety reviews (PSR) determine new requirements concerning the plant technical condition and plant operation,

(b) new environmental requirements, originated from the changes in on-site and off-site characteristics

(c) new internal and external hazards,

(d) new technical solutions or modifications made on the systems of the plant initiate new requirements for the connected system,

(e) lessons learned from incident and events initiate new requirements. 

(f) requirements originated from the ageing of the components and from the lifetime management,

(g) requirements originated from the preliminary plant decommissioning plan,

(h) requirements coming from the new operational limits

(i) new nuclear safety standards, issued by nuclear regulatory authority deal with the requirements relating to the safety aspects of the design of nuclear power plants. The general, non-nuclear Design Requirements and design-related safety requirements are also to be regarded as obligatory for nuclear power plants.


The plant design authority regularly reviews the new requirements, compares with the original Design Requirements and link them to the related systems. The plant design authority is responsible to take care that the design and the Physical Configuration of the facility conform to the existing Design Requirements.

Annex II
Independent Review of Modifications

Applies to Section 3.2.1.

II-1. OVERVIEW


The operating organization establishes the system for implementation of the equipment modifications that includes the review of safety and functionality of the modified component. This is important to prevent dependency of the modification design on a single engineer, who collects information and designs the modification.

II-2. KEY ELEMENTS


A modification is typically prepared by a lead engineer with input from a special team. There is any risk that the technical resolution could have a negative impact on other SSCs which are not obviously related to the modification. For example installing of a new handrail could have negative impact on the infrared security sensors. There are several key steps for independent review of the modification.

(a) Review the design of the modification by all other technical departments of the organization. 

(b) Review the design of the modification by a senior engineer independent on the responsible design engineer

(c) For complicated modifications perform an independent review by a external design or engineering organization independent of the originating designer

(d) A safety review is performed by an independent, qualified individual.

(e) Independent review of each modification decreases the risk of human mistake during creating the design.

Annex III
Validation Of Modifications Using Engineering Simulator

Applies to Section 3.2.1.

III-1. OVERVIEW


Any modifications is be validated before implementation (modifications of I&C systems, electricity systems etc.). One very effective tool is an engineering simulator (screen type of simulator).

III-2. KEY ELEMENTS


In the case of changing logic or set points of the nuclear plant protection systems or controllers it is difficult to understand all impacts and links between parameter changes and system responses during transients. An engineering simulator which models these parameters and responses can be an effective tool in the design process. 


For example redesign of the logic of the reactor protection system and the ESFAS is very complicated because the interrelated set points and logic. Validation is accomplished by simulated tests using a set of predefined postulated events and their analysis. The same tool is used for personnel training, especially for the control room operators.

Annex IV
Effective Initial Commissioning of a New Plant

Refer to Section 3.3.1

IV-1. OVERVIEW


Initial Commissioning is performed using approved programmes and procedures for every phase of commissioning. To do this work successfully an effective organization with well defined responsibilities is required.

IV-2. KEY ELEMENTS

Non nuclear commissioning (preoperational testing, single system tests, hot functional tests, etc)


For these test periods approved programmes and procedures including test acceptance criteria is available for every system of the plant. 


The preoperational testing period starts with system checks to confirm that the Physical Configuration of the systems meet the Design Requirements reflected on design documents. Discrepancies are identified and corrected. 


During non-nuclear commissioning it is verified (as far as possible before operation of the plant), that SSCs operate in accordance with Design Requirements reflected on design documents (e.g. pump head-capacity curves, safety-valve-flows at set point pressure etc). 


Functional and acceptance tests are performed on SSCs and the operational procedures for the SSCs are proved and, if necessary, modified to achieve equilibrium between the Physical Configuration and the operational configuration information.


Successful implementation of the test programmes and acceptance of the results by the authority are required to close the non-nuclear phase of commissioning. 

Nuclear Commissioning


Start with first criticality and reactor physical tests at zero power, the reactor power is increased step by step (e.g. 30, 80 and 100 %).


At every power level a test programme is performed, usually beginning with constant-power tests (e.g. calibration of instrumentation and control, reactor physical tests, etc) and followed by plant transient tests (e.g. trip of main coolant pumps, turbine trip, etc.). 


For each test, detailed test procedures are available, with precautions to be taken, if necessary.


The nuclear test programmes also verify the conformity of Physical Configuration to operational configuration information. It is very important that all automatic actions on SSCs , e.g. during transient tests, operate as designed without any additional manual operator actions so that plant transients during the subsequent power operation show the same behaviour.

Performance indicators for the quality of commissioning are:

· no unplanned reactor scrams

· low rate of tests, which have to be repeated

· no incidents during commissioning phase

· short period of commissioning in comparison to the total period of the project

Annex V
Prevention of Systems Line up Errors

Applies to Section 3.4.7.

V-1. OVERVIEW


Human Error is usually blamed for failures in Operational Configuration where a component is moved to the wrong position or when a component is manipulated on the wrong component, wrong unit or wrong train. Root cause evaluation of such human errors usually uncovered a process shortcoming or a process barrier that can be enhanced. Below are some examples of good practices to prevent such line up errors. 


In the case of maintenance or testing of the safety systems, personnel set affected equipment into non-operating status, e.g. de-energize the pumps or valves or change position of valves. It is necessary to set up all equipment into the correct operational position after work is finished.

V-2. KEY ELEMENTS


A special key management system is established for handling and controlling all keys for hand-operated valves in safety related systems.


Position indications with alarms for wrong positions of hand-operated valves, which are not controlled by the above mentioned key management system, are installed in safety related systems. 


Use formal process for implementing standard working packages for periodic preventative maintenance activities, whether paper or task management system based. 


Implement a checklist into the shift log-book to assure the required information transfer between shift groups. Both shift supervisors have to sign this checklist.


Every operation on the safety systems has its own procedure. Because some operations may be performed by the operators or by the field operators, I&C personnel etc., it is important to collect, check and save the information about safety system operational preparedness. 


Use special checklists for manipulations by all people who participate in the preparation of the safety system. For example checklists are used by the field operator to check the actual valve position, by the electrical foreman to energize or deenergize equipment, by the I&C foreman to set actuating systems and by the reactor operator for the successful test of whole system.


The checklist is completed after every test or system tie-in and it is also the certificate of the system preparedness.


For start up of the power plant after an outage detailed checklists are implemented into the start-up procedures. Due to this checklist the operability of every system is checked and/or verified by system checks and/or individual tests. In general, the time when a safety-related system is  be operable depends on the actual plant conditions (e.g. some systems are operable before starting heating-up of the reactor coolant system, other systems or trains before increasing system temperature above a certain limit etc.). Before starting to go critical, all tests are performed for the systems to be operable.


After maintenance activities on safety related systems during operation of the plant system checks and functional tests have to be performed to verify operability. For the functional tests, existing test procedures (e.g. for periodical testing) are used. All system checks and tests are specified during the planning phase of the working package.

Annex VI
Monitoring Plant Performance for Ageing Effects

Applies to Section 3.5.

VI-1. OVERVIEW 

As many plants are nearing their original design life and applying to extend their license to operate, there has been much development in the application of effective plant ageing management programmes. These programmes are used to track and trend equipment performance and conditions to assure that design and operating margins are protected.

VI-2. KEY ELEMENTS


Good practices have been identified in the many countries on ageing management programmes. Below are some examples: 

(a) Equipment Qualification (EQ) Programme that defines the full extent of qualified equipment required identifies similar equipment that can be used for replacement, ensures all items of equipment will be covered by EQ provisions in their respective contracts, identifies the documentation relating to qualification of the equipment and forms part of the station’s permanent records. 

(b) Implementation and application of thermal cycle fatigue monitoring programme that uses pressure instrumentation and additional temperature instrumentation to verify that thermal cycles are bounded by existing analysis. The utility chose to implement this system although regulatory requirements can be satisfied without the system. 

(c) All major rotating equipment is monitored by a computerized vibration analysis programme, which takes “fingerprints” of the equipment. This provides a tool for early detection of degradation and allows time to take a preventive action before a component breaks down. 

Annex VII
Maintaining Core Knowledge

Applies to Section 4.1.1.

VII-1. OVERVIEW


An objective of CM is to document design and operational configuration in Facility Configuration Information. This is known as documented or Explicit Knowledge. Much of the information needed to design, operate and maintain a nuclear power plant, especially the information that is used to develop the Explicit Knowledge is undocumented. This is known as Tacit Knowledge, and has also been referred to as the “know-why,” “hidden knowledge” or “tribal knowledge.” As personnel retire or transfer this Tacit Knowledge can be diluted or lost. 

VII-2
KEY ELEMENTS

Three basic approaches may be used to counter the loss of Tacit Knowledge:

(a) Capture Tacit Knowledge as Explicit Knowledge – Controlled

(b) Capture Tacit Knowledge as Explicit Knowledge – Uncontrolled

(c) Transfer Tacit Knowledge from one individual to others


Below are some examples of programmes and techniques that have been successfully used at nuclear power plants

(1)
Capture the Tacit Knowledge as Explicit Knowledge – Controlled 

Note: Informal techniques for capturing Tacit Knowledge such as personal databases and sketches can be harmful as they may be misinterpreted without understanding the context in which they were collected. 


Examples of Tacit Knowledge that is formally verified and maintained in a controlled format include:

(a) Design Basis Documents

(b) System Descriptions

(c) Technical Specification Basis documents

(2) Capture Tacit Knowledge as Explicit Knowledge – Uncontrolled 


Tacit Knowledge may be formally documented as historical information intended to help the next generation of nuclear plant workers to understand system design and operation history. 


Examples of Tacit Knowledge that is collected in a formal programme, but may not be verified and maintained in a controlled format include:

(a) Corrective action programme databases

(b) System Engineers’ notebooks which contain otherwise undocumented history of system performances

(c) Information collected in interviews with retiring expert using a prepared questionnaire

(d) Industry Operating Experience information

(3)
Transfer Tacit Knowledge from one individual to others 

Examples of programmes that transfer Tacit Knowledge from one individual to others include:

(a) Formal Training Programmes following the Systematic Approach to Training [10]

(b) Extra-curricular trainings sessions, such as “brown bag” seminars offered during lunch hours to employees as education opportunities

(c) Pre-retirement programmes where an experienced expert is given time with another employee or employees to transfer Tacit Knowledge, such as the history and undocumented bases of system design or the experience during initial plant commissioning

(d) Intern programmes where students split time between university and work to develop experience before accepting employment

(e) Mentoring programmes where younger employees learn from more experienced employees who may not necessarily be nearing retirement. Effective mentoring programmes use mentors who are not in a direct line of authority and who will not pass on “bad habits” of the organization. 

(f) Use of retired employees in consultant role

(g) Programs that transfer Tacit Knowledge from one individual to others work better when conducted systematically in a deliberate programme that includes:

· Succession planning

· Identifying experts

· Identifying the valuable knowledge that they possess

· Developing a formal plan

· Implementing the plan.

Annex VIII
Computerized Tools

Applies to Section 4.3.4.

VIII-1. OVERVIEW


Computer systems may provide all workers in the plant access to key information from anywhere in the plant.


In order to carry out their daily tasks and assignments, workers need to access reliable and available information and documents in real time and close to their work station. Some plants have implemented a computer system which allows all worker in the plant to have access to any information from anywhere in the plant.

VIII-2. KEY ELEMENTS


The following information and documents may be made available on the local network system:

(a) Information about the structure of the documentation system of the plant

(b) Catalogue and map to access plant documents

(c) Information about the validation of the documents (list of new documents, modified or cancelled documents and list of documents which are available in electronic form)

(d) Working documents including procedures in compliance with quality assurance rules

(e) Event reports

(f) Decisions of the safety and regulatory authorities

(g) List and access to normative documents (IAEA documents, standards, etc.)

(h) Department commitment plans (contracts)

(i) Performance indicators and goals for the unit and all departments

(j) Monthly reports on progress to achieving the goals

(k) Technical information pertaining to the state of units in operation and/or units in outage,

(l) Meeting agendas, minutes and decisions made,

(m) Follow-up of commitments,

(n) A database temporary operating instructions that manages temporary operating instructions including writing review, electronic signature approval and fittings,

(o) A policy document describing a high level of operational and quality communication for all workers.

Annex IX 
Assessment of CM Processes

Applies to Section 5.1.

IX-1. OVERVIEW


The objective of Configuration Management is expressed by the CM Equilibrium Diagram (Fig. 1). An assessment of Configuration Management can be focused on the correlations represented by the sides of the CM Equilibrium Diagram, as follows:

Between Design Requirements and Facility Configuration Information

Between Facility Configuration Information and Physical Configuration

Between Physical Configuration and Design Requirements


Ideally the assessment would include all three of these correlations along with a confirmation of the Design Requirements and the effectiveness of processes that return the plant to a state of CM Equilibrium. For example, when comparing the actual Physical Configuration of an SSC against the design drawings (Facility Configuration Information), at the same time evaluate whether the design conforms to the Design Requirements and whether the performance meets the Design Requirements. 

IX-2. KEY ELEMENTS

Programmatic assessments (Design Requirements)


The adequacy of processes and procedures to return a achieve the Configuration Management objectives (CM Equilibrium) may be focused on all programmes that affect a particular SSC (“Vertical Slice”), or focus on a single programme and its effect on all SSCs (“Horizontal Slice”). First perform a technical review of Design Requirements and design bases adequacy.

Example of possible methods:
(a) Multi-professional review teams of experienced engineers

(b) Recalculation of the deterministic analysis

(c) FSAR regular update process
Example of good practices:

Re-establish the design bases and Design Requirements for SSCs first if the design bases are not currently documented.

Facility documentation assessment follow-up (between Design Requirements and Facility Configuration Information)


If systematic checks of facility documentation reveal discrepancies, appropriate corrective actions are developed to re-establish agreement between Design Requirements and Facility Configuration Information. Corrective actions include technical evaluations to determine whether the Design Requirements or the Facility Configuration Information need to be changed.

Example of possible methods:

(a) Multi-professional review teams of experienced engineers

(b) Using fixed structures for collecting the Design Requirements (templates)

Example of good practices:

(a) Review of all facility documentation

(b) Using computer based systems for preserving Facility Configuration Information 

Physical Configuration assessment follow-up (between Facility Configuration Information and Physical Configuration status)


If walkdowns reveal substantive discrepancies, appropriate corrective actions are developed to re-establish agreement between the Physical Configuration and the Facility Configuration Information. Corrective actions include technical evaluations to determine whether the Physical Configuration or the Facility Configuration Information needs to be changed.

Example of possible methods:

(a) Systematic walkdowns with fixed schedule

(b) Operating (normal) walkdowns – motivate people to observe the equipment and focus on correlation between Physical Configuration status and Facility Configuration Information.

(c) Checking of the all actual equipment parameters

Example of good practices:

(a) Review of all facility piping and wiring with the emphasis on correct marking of all equipment

(b) On-line parameter monitoring by the experts to provide independent review of actual equipment status

Periodic Equipment Performance Monitoring (between Design Requirements and Physical Configuration)

Configuration managed structures, systems and components are monitored periodically to verify that they are still capable of meeting their Design Requirements.

Example of possible methods:

(a) Surveillance tests – evaluate the equipment status based on actual technical performance parameters

(b) Checking of the all real equipment parameters

(c) Review and measure dimensions of constructions and position of any equipment

Example of good practices:

(a) Evaluate the results of the surveillance tests of equipment and take immediately appropriate corrective actions in the case of unsatisfied results

(b) Periodical geodetic measuring and evaluating of the movement of moveable fundamentals of large facility rotary machines

Performance measures (feedback about correctness and effectiveness of the programme)
Health of the Configuration Management is monitored by measurement of status and backlogs of configuration changes, document updates and programme effectiveness.

Example of possible methods:

(a) Register and evaluate the discrepancies of all provided assessments

(b) Register and evaluate the number of documents changes

Annex X
Self-Assessment of Configuration Status

Applies to Section 5.1.

X-1. OVERVIEW


The operating organization has established a quality assurance programme based on a process model representing all processes with their correlations and interdependencies, which are required to operate a nuclear power plant. At the same time, a process controlling system has been implemented to measure continuously the quality of the different processes. The objective is an improvement of safety and reliability as well as the continuous controlling of the process performances.

X-2. KEY ELEMENTS


Three categories of main processes, which are composed of partial and single processes, have been identified:


Core processes are the most productive processes with the highest consumption of resources. Core processes include operation, maintenance, modification of the plant, procurement, and fuel cycles.


Steering processes, which are necessary for planning and control of the core processes, are represented by the management processes of the plant (e.g. personnel management, process performance management, commercial controlling).


Auxiliary processes, which are essential for the performance of the core processes (e.g. documentation, IT support).


Each core process is documented in a separate document, the subordinated partial and single processes may be described by procedures or in graphical form.


The elements of Configuration Management are integrated in different processes.


For process controlling the following elements are used:

Process measuring on the basis of quality performance indicators 

Auditing

Assessment by the plant management

Plant overlapping reviews

Special reviewing systems (e.g. for safety culture)


All processes have been classified due to their influence (risk) on the plant (nuclear and industrial safety, environment, costs, reliability etc.), which is a measure for the required amount of regulation, controlling und personnel training.


Depending from the classification, the specific suitable elements are evaluated and related to the different processes.


Processes with the highest importance for the plant are controlled within fixed intervals (e.g. monthly) to get a continuous follow up of the process outputs (process performance indicators).


Processes with lower importance are reviewed within a 2 to 3 year cycle (e.g. by auditing).


Reviewing systems for safety culture are applied to all processes with intervals from 1 to 2 years.
Annex XI
Key Attributes for CM Assessments

Applies to Section 5.1.

This list identifies some key attributes important to effective Configuration Management and may be used to guide assessments of an organization’s CM. The list was developed by Brian Grimes, Michael Annon, and Lance Craig of the U.S. with input from ANSI/NIRMA CM 1.0-2000, “Configuration Management of Nuclear Facilities” [11] and IAEA-TECDOC-1335, “Configuration Management in Nuclear Power Plants,” January 2003 [9].
1.0. PROGRAMME MANAGEMENT
1.1. Programme Planning
· A policy or directive that proclaims top management support for configuration management objectives, defines key roles and responsibilities, provides criteria for the scope and establishes key terminology and definitions is available to station personnel [9, 11].
· The plan recognizes and addresses the methods by which the design requirements are translated into operating and maintenance instructions, and other related Facility Configuration Information [9, 11].
· The plan includes a mechanism for initiation of review and appropriate disposition of weaknesses discovered during assessments. Actions to address such weaknesses are commensurate with the significance of the assessment findings [11].
· The Programme Plan is reviewed periodically and revised as needed [11].
1.2. Physical Configuration Scope
· The scope of SSCs included in the programme is identified and available to station personnel [9, 11].
1.3. Facility Configuration Information (FCI) Scope
· The FCI to be included in the programme is identified. [9, 11].
· The FCI scope is based on the category of the SSC associated with the information and the use of the information to support the facility’s mission [11].
1.4. Concepts and Terminology
· Standard configuration management concepts, terminology and definitions, based on those provided in this standard and other applicable references, are established, maintained, and incorporated into procedures and training [11].
1.5. Interfaces
· Controls are established for identifying and maintaining effective organization, process and programme interfaces, including the control of vendor activities and information [9, 11].
· Interface controls include clear definition and assignment of key roles and responsibilities, including responsibilities for control of design documents [11].
1.6. Configuration Control Information System

· Information systems enable identification, storage, control and retrieval of configuration management information and status tracking [11].
1.7. Implementation

· Appropriate configuration management procedures are issued and training is provided to all station personnel [11].
2.0. DESIGN REQUIREMENTS
2.1. Establishment of Design Requirements
· Design requirements for SSCs included in the configuration management processes are formally established, documented and maintained [9, 11].

2.2. System and Process Boundaries
· The boundaries for each system and process are established and identifiable via appropriately controlled documentation and/or information system [9, 11].

2.3. Specific Equipment List
· The specific SSCs included in the programme scope are identified on the basis of the physical configuration scope criteria and incorporated into the CCIS [9, 11].

2.4. Assignment of SSC Classes
· Each SSC is assigned a classification (used as the basis for the degree of control placed on all associated activities) based on the most important type of design requirements applicable to it [9, 11].

2.5. Basis
· The basis for design requirements is identified, correlated with the design requirements, documented, and maintained to the extent and level appropriate to the facility’s mission, life-cycle stage and other relevant factors [9, 11].

2.6. Communication of Design Requirements
· New and/or revised design requirements are identified by the design authority and clearly communicated to facility engineering, operation, maintenance and procurement personnel [11].

3.0. INFORMATION CONTROL
3.1. Identification
· The types and sources of configuration management information are determined, and responsible persons assigned as owners of each of these sources of information [9, 11].

· Information source owners establish priorities for information revision and access [11]. 

3.2. Categorization

· Sources of Facility Configuration Information are categorized by the responsible entity to communicate relative validity, update frequency and level of detail to potential users of the information [11].

3.3. Storage

· Facility Configuration Information is appropriately stored and protected [9, 11].

3.4. Control and Tracking

· Control and tracking systems make users aware of whether the information is historical, current (as-built) or pending (as-designed) [11].

· Data needed for control and tracking such as the information title, revision level, current status, information custodian, pending changes and storage location is readily available to all persons who have a need to know [9, 11].

· A graded approach to updating information sources is established [11].

3.5. Retrieval

· Facility Configuration Information is retrievable in a timely manner [11].

3.6. Minimization

· Redundant FCI is minimized or eliminated [11].

3.7. Operational Configuration Information Status Control

· Appropriate method(s) are available to facility operators that enable them to be aware of the current operational configuration and relate it to the configuration presumed by the design bases [9, 11].

4.0. CHANGE CONTROL

4.1. Identification

· All mechanisms that can lead to a temporary or permanent change in the design requirements, physical configuration or FCI are identified as configuration management related change mechanisms [9, 11].

4.2. Review of Planned Changes [11]

· Each specific proposed change is reviewed for

· Consistency with or impact on design basis or requirements,

· regulatory approval requirements,

· SSC function impacts,

· configuration information impact and update time frames,

· Safety, environmental and mission impacts,

· Appropriate post-implementation acceptance criteria. 

· Design changes are evaluated and approved by the design authority prior to implementation [11].

4.3. Implementation of Planned Changes
· Each change is implemented as approved using procedures and processes that produce predictable results [11].

· Appropriate status controls are available to provide relevant status information throughout the implementation process [11].

· Provision is made for change requests initiated during the implementation process [11].

· Appropriate technical and management reviews and approvals of change requests are performed [11].

· The change process generates accurate as-built information [11].

· Post-implementation testing is conducted as appropriate to validate that the change meets the acceptance criteria, thus ensuring compliance with the design requirements [11].

4.4. Documentation of Changes
· Each change is documented and that documentation includes a description of the change, as well as an account of the technical reviews and management approvals [11].

· Documentation reflecting change requests, as-built information, and post-implementation test results is included. [11]

· Change impacts on documentation are identified, available to users of the documents, and tracked to completion of updates [11].

· Facility Configuration Information affected by the change, directly or indirectly, is revised [9, 11].

· The timeliness of documentation updates is commensurate with the significance of the change (considering the SSC scope criteria) and the use of the documentation [9, 11].

4.5. Inadvertent Change Prevention
· Work control and maintenance processes, including post-maintenance testing, ensure the physical plant is restored to the approved configuration [9].

· Materials processes, including procurement, commercial dedications, receiving, storage and issue, ensure correct material is available and used in maintenance and modification activities [9].

· Procedures for design and configuration changes, material procurement and issue, work control, testing, and document/programme update are linked adequately to ensure discrepancies are not introduced [9].

5.0. ASSESSMENTS
5.1. Programmatic Assessments

· The adequacy of processes and procedures to achieve the configuration management objectives is assessed using both vertical and horizontal slice assessments [11].

5.2. Physical Configuration Assessment Follow-up

· If walkdowns reveal substantive discrepancies (either in number or type), appropriate corrective actions are developed to re-establish agreement between the physical configuration and the Facility Configuration Information [11].

· Corrective actions include technical evaluations to determine whether the physical configuration or the configuration information need to be changed [11].

5.3. Periodic Equipment Performance Monitoring

· Configuration managed structures, systems and components are monitored periodically to verify that they are still capable of meeting their design requirements [11].

5.4. Performance Measures

· Health of the configuration management programme is monitored by measurement of status and backlogs of configuration changes and document/programme updates.

6.0. TRAINING

6.1. Training Content

· Overview configuration management training explains the configuration management objectives and how the facility is achieving the criteria of this standard [9, 11].

6.2. Specialized Training

· More detailed and task specific training is provided as appropriate for people who are directly involved in programme management, establishing and maintaining design requirements, information or change control tracking, assessments or implementing design requirements during facility operation or maintenance [9, 11].

6.3. Simulator

· Change processes ensure that changes made to the plant are reflected in the simulator hardware, software, and training plans [9].

Annex XII
Performance Indicators

Applies to Section 5.2.

XI-1. OVERVIEW

It is important to measure the effectiveness of Configuration Management to identify problem areas before they become unmanageable and to prioritize improvement strategies for better allocation of resources. Some features of effective CM measures include: 

XI-2. KEY ELEMENTS


Configuration Management is so integrated into normal plant functions that it is challenging to devise a measurement strategy that provides a broad overview of CM. Measurement strategies that have been used can be classified into two basic types: 

(a) Objective measures, which count occurrences of problems or successes

(b) Subjective measures, which use results of audits, assessments and other measures to identify assess health of Configuration Management

Objective Measure example

(a) Standardized performance indicators are being developed in the USA that would examine the processes defined in the CM Process model shown in Fig. 3. 

(b) Evaluate Identified Problem or Desired Change

(c) Design Requirements change processes 

(d) Physical Configuration change authorization processes

(e) Facility Configuration Information change processes


The system relies on CM-related event categories in the utility’s corrective action system to evaluate 

(a) Effectiveness of the process

(b) Timeliness

(c) Cost effectiveness

Definitions

The following definitions are for the purposes of this publication only.

CM Equilibrium: The state represented by CM Equilibrium Diagram (Fig. 1) that demonstrates conformance of three elements: Design Requirements, Facility Configuration Information and Physical Configuration; can be confirmed by audits or assessments

Configuration Management (CM): The process of identifying and documenting the characteristics of a facility’s structures, systems and components (including computer systems and software), and of ensuring that changes to these characteristics are properly developed, assessed, approved, issued, implemented, verified, recorded and incorporated into the facility documentation.

Commissioning: The process during which systems and components of facilities and activities, having been constructed, modified or maintained, are made operational and verified to be in accordance with the design and to have met the performance criteria. Commissioning may include both non-nuclear and nuclear tests.

Design Basis: The range of conditions and events taken explicitly into account in the design of a facility, according to established criteria, such that the facility can withstand them without exceeding authorized limits by the planned operation of safety systems. Also often used as an adjective, applied to specific categories of conditions or events to mean ‘included in the design basis’; as, for example, in design basis accident, design basis external events, design basis earthquake, etc.
Design Information: The subset of Facility Configuration Information that includes the documentation of Design Requirements information and the design basis information

Design Requirements: An engineering requirement reflected in design output information (document and/or data) that defines the form, fit and function, including capabilities, capacities, physical sizes and dimensions, limits and set points, specified by the design authority for a structure, system or component of the facility. Each design requirement has a design basis, documented or not.

Facility Configuration Information: (configuration information): Record information that describes, specifies, reports, certifies, or provides data or results regarding the Design Requirements or design basis, or pertains to other information attributes associated with the facility and its structures, systems and components. This information may be contained in original hard media (mylar, etc), paper copies, electronic media and any other sources of information used to make sound technical decisions regarding design procurement, modification, operation and maintenance of the facility. It includes current information, pending information and records. The scope of facility configuration information to be controlled is defined and the level of control is determined using a graded approach.

Operational Configuration Information: Recorded information that describes the acceptable configuration of facility structures, systems and components, when variable configuration conditions may exist, based on operational needs. This information may be recorded as a specific state, such as a valve or switch position, or as a step in an operating procedure for performing a particular task or evolution.

Operator Workaround An operator workaround may take the form of an operator disregarding an instruction or step in an operating procedure because he knows that step is never used. Others examples could be due to a controller failure which may be compensated for by manual operator action.

Physical Configuration: The term includes all the configuration of equipment (hardware) with its functional software.
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Abstract


This safety report makes an effort to raise the awareness level concerning Configuration Management and provide examples of application and implementation of CM in nuclear power plants. 


In its simplest terms, Configuration Management (CM) is what we do to assure our regulators and ourselves that we are doing everything we said we would do to maintain the configuration throughout the life cycle of the plant. Particular attention is given to documenting physical characteristics of installations with timely availability of the data. These needs have also been identified in NS-R-1 and NS-R-2 with an emphasis on the need to maintain the configuration documentation strictly reflecting actual Physical Configuration. 


The fundamentals of the CM are described, and then application and implementation issues are dealt with details covering the plant life cycle aspects from design, operation and maintenance to decommissioning. This is done through discussions on safety aspects of the CM objectives in important functional areas as:

· Ensure Consistency with Design Basis

· Modify the plant

· Operate the plant

· Maintain the plant

· Test the plant

· Assess performance/indicators


To ensure operational safety, the organizational and human aspects are crucial to discuss as these aspects are reflected in the capability to safely operate the plant, to Ensure Consistency with Design Basis, to maintain a healthy status of good knowledge (“Know Why”), and to continually question the design of modifications that could affect the design basis. Practicing this capability prevents operation of the plant during circumstances that are or could be out of plant design envelope.


Accurate CM documentation helps to reduce errors due to human factors by relying less on the tacit knowledge (hidden knowledge) of plant personnel. 


Suggestions on applications are provided in the body of the report while good practices have been included in the annexes.



































































Physical Configuration


What is actually there





Facility Configuration Information


What we say is there








Design Requirements


What needs to be there





Operational Configuration





Design Requirements 





Design Basis





No





No





No





Yes





Yes





Yes





Facility�Configuration�Information�change�processes





Physical configuration change authorization processes





Design Requirements change


processes





Do nothing more





Change�Facility�Configuration�Information �?





Change�Physical �Configuration�?





Change


Design


Requirements�?





Evaluate identified problem or desired change





CM Equilibrium








Applica Conf Mangmt in NPPs 03-12-17a

